
 

1 | ᒪ ᑉ ᐱ ᒐ ᖅ  
 

 

 

 

 

 

 

ᓄᓇᕗᑦ ᒐᕙᒪᖓᓂ ᑲᑉᐱᐊᓵᕈᑕᐅᓪᓗᓂ ᖃᕆᓴᐅᔭᒃᑯᑦ 

ᑮᓇᐅᔭᖅᑖᕋᓱᐊᕈᑎᒋᔭᐅᓇᓱᒃᑐᖅ ᐅᓂᒃᑳᖅ 

 

 

 

 

 

 

 

ᔪᓚᐃ 14, 2020 



 

2 | ᒪ ᑉ ᐱ ᒐ ᖅ  
 

 

ᐃᓗᓕᖏᑦ 
 

ᐱᔾᔪᑎᖓ ᐆᒪ ᑎᑎᖅᑲᐅᑉ (ᐃᓗᐊᓂᑦ/ᓯᓚᑖᓂᑦ) .............................................................................................................................. 3 

ᐱᓕᕆᐊᖑᐊᓂᒃᓯᒪᔪᑦ ........................................................................................................................................................................ 3 

ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᑦ ᖃᕆᑕᐅᔭᒃᑯᑦ ᐱᓂᕐᓗᒃᑕᐅᓚᐅᕐᑎᓪᓗᒋᑦ ......................................................................................................... 3 

ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᑦ ᖃᕆᑕᐅᔭᓄᑦ ᐱᓂᕐᓗᒃᑕᐅᔪᒧᑦ ᐱᓕᕆᐊᖃᖕᓂᖅ ᖃᐅᔨᓴᖅᑕᐅᓂᖓᓗ .......................................................... 4 

ᐊᑭᖓ ................................................................................................................................................................................................ 9 

ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᓐᓄᑦ ᐱᓕᕆᖃᑎᒌᑦ ............................................................................................................................................ 9 

ᐅᐃᒍᐊᕈᓯᖅ A: ᑲᑉᐱᐊᓵᕆᓪᓗᑎᒃ ᑮᓇᐅᔭᕐᓂᐊᖅᑐᑦ ᖃᕆᓴᐅᔭᓕᕆᔾᔪᑎᓂᒃ ᑎᑎᖅᑲᖓ ᖃᕆᑕᐅᔭᓂᑦ ᐊᒻᒪᓗ ᓴᖅᑭᑕᑦ: .............. 10 

ᐅᐃᒍᐊᕈᓯᖅ B:  ᒪᐃᑯᓵᕝ ᐅᓂᒃᑳᖓ .............................................................................................................................................. 11 

 

 

  



 

3 | ᒪ ᑉ ᐱ ᒐ ᖅ  
 

ᐱᔾᔪᑎᖓ ᐆᒪ ᑎᑎᖅᑲᐅᑉ (ᐃᓗᐊᓂᑦ/ᓯᓚᑖᓂᑦ) 
 

ᐱᔾᔪᑎᖓ ᐆᒪ ᐅᓂᒃᑳᑉ ᕿᒥᕐᕈᓂᐊᕐᓗᒋᑦ ᖃᕆᑕᐅᔭᒃᑯᑦ ᐱᓂᕐᓗᒃᑕᐅᓚᐅᕐᓯᒪᔪᓂᑦ ᓄᕕᐱᕆ 2, 2019−ᒥᑦ, ᓄᓇᕗᑦ 

ᒐᕙᒪᒃᑯᖏᓐᓄᑦ.  ᐅᓇ ᐅᓂᒃᑳᖅ ᑎᑎᕋᖅᓯᒪᔪᑦ ᑕᒪᐃᓐᓂᓕᒫᖅ ᓄᓇᓕᖕᓂ ᒐᕙᒪᒃᑯᓐᓂᓪᓗ ᐱᔨᑦᑎᕋᖅᑎᒃᑯᓐᓂᑦ 

ᑐᓴᐅᒪᔭᒃᓴᓕᕆᔨᑦ/ᖃᕆᓴᐅᔭᓕᕆᔨᓪᓗ ᑕᐅᑐᒃᑕᖓᒍᑦ. ᐅᓂᒃᑳᖅ ᑐᓴᖅᑎᑦᑎᓂᐊᕐᐳᖅ ᐱᓕᕆᐊᖑᓯᒪᔪᓂᑦ ᑎᑭᓪᓗᒍ 

ᖃᓅᓚᐅᖕᓂᖓᓄ, ᓇᓗᓇᐃᔭᕐᓯᒪᔪᑦ ᐱᒋᐊᖅᑕᐅᑎᓪᓗᒍ, ᐋᖅᑭᒋᐊᖅᑕᐅᓚᐅᕐᓂᖓᓗ ᐅᑎᕐᑎᑕᐅᓇᓱᒃᖢᓂ 

ᐱᔨᑦᑎᕋᕐᓂᖅ. 

ᐅᓇ ᐅᓂᒃᑳᖅ ᓇᓗᓇᐃᔭᐃᓯᒪᙱᑦᑐᖅ ᐊᒃᑐᐃᓂᕆᔭᓂᑦ ᐊᓯᖏᓐᓂᑦ ᐱᓕᕆᕝᕕᖕᓂᑦ ᑲᑐᔾᔨᖃᑎᒌᓂᓪᓘᓐᓃᑦ ᓄᓇᕗᑦ 

ᒐᕙᒪᒃᑯᖏᓐᓂᑦ.   ᑐᓴᒐᒃᓴᑦ ᐱᔾᔪᑎᓕᑦ ᐱᓕᕆᕝᕕᑦ ᐊᒃᑐᕐᑕᐅᓂᖏᓐᓂᑦ, ᑕᑯᒋᐊᕐᓗᒋᑦ ᐱᓕᕆᕝᕕᖏᑦ. 

 

ᐱᓕᕆᐊᖑᐊᓂᒃᓯᒪᔪᑦ 
 

ᖃᕆᑕᐅᔭᓕᕆᔨᒃᑯᑦ ᒐᕙᒪᒃᑯᓐᓄᑦ ᐃᓱᒪᒋᔭᐅᖕᒪᑕ ᐅᐸᓗᖓᐃᔭᕐᓯᒪᔪᑦ ᐊᐅᓚᑦᑎᕕᒃ. 

ᑐᓴᐅᒪᔭᒃᓴᓕᕆᔨᑦ/ᖃᕆᑕᐅᔭᓕᕆᔨᒃᑯᑦ, ᓄᓇᓕᖕᓂ ᒐᕙᒪᒃᑯᓐᓂᓪᓗ ᐱᔨᑦᑎᕋᖅᑎᒃᑯᓐᓂᑦ ᓯᕗᒧᐊᒃᑕᐅᓪᓗᑎᒃ 

ᐊᐅᓚᑦᑎᕕᖕᒥᑦ ᑐᓴᐅᒪᔪᓕᕆᔨᒻᒪᕆᖕᒧᑦ ᐱᓕᕆᕝᕕᑐᐊᖑᕗ ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᓐᓂᑦ ᐱᓕᕆᑐᐃᓐᓇᑦᑎᐊᕐᑐᑦ 

ᖃᕆᓴᐅᔭᓂᑦ ᒐᕙᒪᒃᑯᓐᓄᑦ ᓄᓇᕗᓕᒫᒥᑦ. ᖃᕆᑕᐅᔭᓕᕆᔾᔪᑎᓄᑦ ᐱᔨᑦᑎᕋᕐᓂᖅ ᓄᓇᕗᑦ ᒐᕙᒪᐅᑉ ᐱᓕᕆᕝᕕᖏᓐᓄᑦ, 

ᐱᔨᑦᑎᕋᕐᓗᓂᓗ, ᐃᓄᖕᓄ ᓄᓇᕗᒻᒥᐅᓄᑦ ᑕᑎᖃᖅᐳᖅ ᐃᑭᐊᖅᑭᔾᔪᑎᓂᒃ ᐃᖏᕐᕋᑦᑎᐊᖅᑐᓂᒃ ᑕᑎᒋᔭᒃᓴᓂᓪᓗ 

ᖃᖓᑦᑕᖅᑎᑕᐅᓯᒪᔪᒃᑯᑦ ᐃᑭᐊᖅᑎᔾᔪᑎᓂᒃ, ᕙᐃᐳ ᐋᑉᑎᒃ ᐅᐊᔭᓂᒃ ᐊᒻᒪᐃᓛᒃ ᐊᓯᖏᓐᓂᒃ ᐃᑲᔪᖅᓯᖅᑐᓂᒃ 

ᒪᑭᒪᔾᔪᑎᓂᒃ. 

ᓄᓇᓕᖕᓂ 25−ᖑᔪᓂᒃ ᓄᓇᕗᒻᒥ ᐊᒻᒪ ᒐᕙᒪᓕᕆᔨᒃᑯᑦ ᑎᑎᕋᕐᕕᐊᓂ ᐋᑐᕚᒥ, ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᑦ ᐱᓕᕆᕝᕕᖏᑦ 

ᐱᓕᕆᖃᑕᐅᓲᖑᕗᑦ ᓄᓇᕘᒥ ᐅᖓᓯᒋᔭᐅᓂᖏᓐᓄᑦ ᐊᒻᒪ ᐅᖓᓯᒌᒃᑕᕐᓂᖏᓐᓄᑦ.   ᑐᓴᐅᒪᔪᓕᕆᔾᔪᑎᑦ ᑕᒪᐃᓐᓂᒃ 

ᒐᕙᒪᒃᑯᑦ ᑎᑎᕋᕐᕕᖏᓐᓂᒃ ᑕᑎᖃᖅᑐᐃᓐᓇᐅᕗᑦ ᖃᖓᑦᑕᖅᑎᑕᐅᓯᒪᔪᒃᑯᑦ ᑐᓴᐅᒪᔪᓕᕆᔪᓐᓇᐅᑎᓂᒃ ᓄᓇᓕᕋᓛᓄᑦ 

ᐊᒃᑐᐊᓕᖃᕐᓗᑎᒃ ᓄᓇᕐᔪᐊᕐᒥᐅᓄᑦ ᐋᖅᑭᒃᑕᐅᓯᒪᔪᓂᒃ ᓇᓗᓇᐃᖅᑕᐅᓯᒪᔪᑦ ᐱᔨᑦᑎᕋᐅᑎᓄᑦ ᑐᓴᐅᒪᔪᓕᕆᕝᕕᖕᓂ 

ᐋᑐᕙᒥ ᓵᔅᑲᑑᓐᒥᓪᓗ.   ᑕᒪᒃᑯᐊ ᐱᓂᐊᕐᓂᐅᓲᑦ ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᓐᓄᑦ ᐊᑭᑐᓛᑦᑎᐊᓂᒃ ᐊᒻᒪ 

ᑭᒡᓕᖃᖅᑎᑕᐅᒐᔪᒃᑐᓂᒃ ᖃᕆᑕᐅᔭᓕᕆᔾᔪᑎᖃᖅᑐᑦ ᓄᓇᕘᒥ, ᐱᓗᐊᖅᑐᒥᒃ ᑐᓴᐅᑎᒃᑯᑦ.   

ᐊᒃᓱᕈᖕᓇᒻᒪᕆᒃᑲᓗᐊᕐᑎᓪᓗᒋᑦ, ᑐᓴᐅᒪᔭᒃᓴᓕᕆᔨᑦ/ᖃᕆᑕᐅᔭᓕᕆᔨᒃᑯᑦ ᓄᓇᓕᖕᓂ ᒐᕙᒪᒃᑯᓐᓂᓪᓗ ᐱᔨᑦᑎᕋᖅᑎᒃᑯᑦ 

ᑲᔪᓯᑦᑎᐊᙱᓐᓇᕐᐳᑦ ᓄᑖᙳᕐᑎᕆᓂᖕᓂᑦ ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᑦᑕ ᑐᓴᐅᒪᔪᓕᕆᓂᖕᒧᑦ ᒪᑭᒪᐅᑎᖏᓐᓂᑦ. ᑖᒃᑯᐊ 

ᓄᑖᙳᕐᑎᕆᓃᑦ ᐃᓚᒋᐊᕐᓯᔪᒻᒪᕆᑦ ᐊᐅᓚᑦᑎᕕᖕᒥᑦ ᖃᕆᑕᐅᔭᒃᑰᕈᑎᒃᓴᓂᑦ, ᐃᕿᐊᖅᑭᔾᔪᑎᖃᕈᓐᓇᖕᓂᖕᓂᑦ, 

ᑲᓱᕐᓯᒪᐅᑎᓂᒡᓗ ᐱᓕᕆᕝᕕᖕᓂᑦ ᐱᓕᕆᐊᒃᓴᓄᑦ ᓄᓇᓕᓕᒫᓂᑦ ᓄᓇᕗᒻᒥᑦ. 

 

ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᑦ ᖃᕆᑕᐅᔭᒃᑯᑦ ᐱᓂᕐᓗᒃᑕᐅᓚᐅᕐᑎᓪᓗᒋᑦ 
 

ᓴᓇᑦᑕᐃᓕᐊᕈᓯᕐᒥᑦ ᓯᕙᑖᕐᕕᖕᒥᑦ, ᓄᕕᐱᕆ 2, 2019, ᓄᑖᖅ ᐊᒻᒪᓗ ᐊᔪᕐᓇᖅᑑᔪᖅ ᖃᕆᑕᐅᔭᒃᑯᑦ ᐱᑦᑎᐊᙱᔾᔪᑎ 

ᓄᓇᕗᒻᒥ ᒐᕙᒪᒃᑯᑦ ᖃᕆᑕᐅᔭᙱᓐᓄᐊᖅᑕᐅᓚᐅᖅᑐᖅ ᓄᓇᕗᓗᒃᑖᕐᒥᑦ. ᐱᓂᕐᓘᑕᐅᔪᖅ ᐊᓯᔾᔩᕈᓘᔭᓚᐅᕐᐳᖅ 
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ᑐᖅᑯᖅᑕᐅᓯᒪᔪᓂᑦ ᐊᔾᔨᒌᙱᑦᑑᓂᑦ ᐃᑭᐊᖅᑭᑎᑦᑎᕕᖕᓂᑦ, ᐱᓕᕆᕝᕕᐅᔪᓂᑦ, ᓯᓚᑖᓂᓪᓗ ᑐᖅᑯᐃᕕᐅᓲᓂᑦ ᓄᓇᕗᑦ 

ᒐᕙᒪᒃᑯᖏᑦᑕ ᐱᖏᓐᓂᑦ. ᐅᓗᕆᐊᓇᖕᓂᖓ ᓇᓗᓇᐃᕐᑕᐅᒐᒥ ᓄᕕᐱᕆ 2, 2019−ᒥᑦ, 

ᑐᓴᐅᒪᔭᒃᓴᓕᕆᔨᑦ/ᖃᕆᑕᐅᔭᓕᕆᔨᒃᑯᑦ ᓄᖅᑲᖅᑎᑲᐅᑎᒋᓚᐅᕐᐸᔾᔪᒃ ᑲᓱᖃᑎᒌᒍᑎᑦ, ᓇᓗᓇᐃᕐᓯᓪᓗᑎᒃ ᐊᒃᑐᕐᑕᐅᔪᓂᑦ 

ᐱᔨᑦᑎᕋᐅᑎᓂᑦ, ᐱᒋᐊᓕᕐᖢᑎᒃ ᐅᐸᓗᖓᐃᔭᖅᓯᒪᔪᓂᑦ ᐸᖕᓇᐅᑎᓂᑦ ᑐᓴᖅᑎᑦᑎᑦᑎᓪᓗᑎᒃᓗ ᖃᕆᓴᐅᔭᒃᑯᑦ 

ᐱᔭᐅᔾᔭᐃᕐᓯᒪᔪᓕᕆᔨᒻᒪᕆᖕᓂᑦ ᖃᕆᑕᐅᔭᒃᑰᕐᑎᑦᑎᔨᐅᕙᒃᑐᓂᒡᓗ ᐋᖅᑭᒃᓱᐃᒋᐊᖕᓂᐊᓕᕐᓗᑎᒃ.  

ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᑦ ᐊᑐᓕᕐᑎᑦᑎᓚᐅᕐᐳᑦ ᐅᐸᓗᖓᐃᔭᕐᓯᒪᔪᓂᑦ ᐸᖕᓇᐅᑎᓂᑦ, ᐱᔭᕆᐊᖃᓪᓚᕆᒃᑐᓂᑦ 

ᐱᔨᑦᑎᕋᐅᑎᓂᑦ ᓄᓇᕗᒻᒥᐅᓄᑦ ᑲᔪᓰᓐᓇᕐᑎᑦᑎᓇᓱᒃᖢᑎᒃ ᓄᖅᑲᖅᑕᖅᑎᑕᐅᓗᐊᙱᓪᓗᑎᒃ. 

ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᓐᓄᑦ ᐃᖅᑲᓇᐃᔭᕐᑎ ᕙᐃᔅᐳᒃᒧᐊᕐᓯᓚᐅᕐᐳᖅ ᖃᕆᑕᐅᔭᒃᑯᑦ ᐱᓂᕐᓗᒃᑕᐅᓂᕋᐃᓪᓗᓂ ᓄᓇᕗᑦ 

ᒐᕙᒪᒃᑯᖏᓐᓄᑦ ᐊᔾᔨᖓᓂᒡᓗ ᑎᑎᖅᑲᒥᑦ ᐃᓕᓯᓪᓗᓕᑎ ᓴᖅᑭᔮᕐᖢᓂ ᐱᓕᕆᕝᕕᐊᓂᑦ (ᑕᑯᓗᖓ ᐅᐃᒍᐊᕈᓯᖅ A: 

ᑲᑉᐱᐊᓵᕆᓪᓗᑎᒃ ᑮᓇᐅᔭᕐᓂᐊᖅᑐᑦ ᖃᕆᓴᐅᔭᓕᕆᔾᔪᑎᓂᒃ ᑎᑎᖅᑲᖓ ᖃᕆᑕᐅᔭᓂᑦ ᐊᒻᒪᓗ ᓴᖅᑭᑕᑦ ). 

ᐃᓱᒪᓕᐅᕆᓚᐅᕐᑐᑦ ᓯᕗᓕᖅᑎᐅᖃᑎᒌᓂᑦ ᐊᑭᓖᔾᔮᙱᓪᓗᑎᒃ, ᐊᑭᓖᒐᓗᐊᕈᑎᒃ ᓇᓗᓇᕐᒪᑦ 

ᐅᑎᕐᑎᑕᐅᑦᑎᐊᕋᔭᕋᓗᐊᖕᒪᖔᑦ ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᑦᑕ ᑎᑎᖅᑲᖏᑦ, ᓯᕗᓂᑦᑎᓐᓂᓪᓘᓐᓃᑦ ᐊᑦᑕᖕᓇᕋᔭᖕᓂᖓᓂᑦ 

ᒐᕙᒪᒃᑯᑦ ᐱᖁᑎᖏᓐᓄᑦ.  ᐃᓱᒪᓕᐅᕆᐊᓂᖕᒪᑕ, ᑐᓴᐅᒪᔭᒃᓴᓕᕆᔨᑦ/ᖃᕆᑕᐅᔭᓕᕆᔨᒃᑯᑦ ᐱᒋᐊᓚᐅᕐᐳᑦ 

ᖃᕆᓴᐅᔭᓕᕆᖃᑎᒌᓕᐅᕐᖢᑎᒃ ᑕᒪᒃᑯᐊ ᐃᑭᐊᖅᑭᔾᔪᑎᑦ ᐋᖅᑭᒃᓱᒃᑲᓐᓂᕐᓗᒋᑦ, ᐅᑎᕐᑎᑕᐅᔪᐃᓐᓇᐅᓗᑎᒃ ᑎᑎᖅᑲᐃᑦ 

ᑐᖅᑲᖅᑕᐅᖃᑦᑕᕐᑐᑦ, ᐃᒐᓚᐅᔭᖏᑦ ᐋᖅᑭᒋᐊᖅᑕᐅᓪᓗᑎᒃ/ᓴᓇᔭᐅᒃᑲᓐᓂᕐᖢᑎᒃ ᐊᑐᕐᐸᒃᑐᓄᑦ. 

ᑐᐊᕕᖕᓇᖅᑐᒥᑦ ᑲᑎᒪᓚᐅᕐᐳᑦ ᒥᓂᔅᑕᐅᑉ ᑐᒡᓕᖏᑦ ᑐᓴᖅᑎᑕᐅᓇᓱᒃᖢᑎᒃ ᖃᓄᐃᓕᖓᓂᖏᓐᓂᑦ.  

ᐱᓕᕆᐊᒃᓴᓕᕆᔨᓕᒫᑦ ᓅᓚᐅᕐᐳᑦ ᐱᓕᕆᐊᒃᓴᓂᑦ ᑲᔪᓰᓐᓇᑦᑎᐊᕐᓂᖕᒧᑦ ᐸᖕᓇᐅᑎᒧᑦ ᑲᔪᓯᑦᑎᐊᖏᓐᓇᖁᓪᓗᒋᑦ 

ᐱᔨᑦᑎᕋᐅᑎᑦ ᓄᓇᕗᒻᒥᐅᓕᒫᓄᑦ.   ᑐᓴᐅᒪᔭᒃᓴᓕᕆᔨᑦ/ᖃᕆᑕᐅᔭᓕᕆᔨᒃᑯᑦ ᐱᓕᕆᓚᐅᕐᐳᑦ ᐃᑲᔪᖅᑐᐃᓪᓗᑎᒃ 

ᐱᓕᕆᕝᕕᐅᔪᓕᒫᓂᑦ ᑕᒪᒃᑯ ᐱᓕᕆᐊᒃᓴᓂᑦ ᑲᔪᓰᓐᓇᑦᑎᐊᕐᓂᖕᒧᑦ ᐸᖕᓇᐅᑎᖏᑦ ᑲᔪᓰᓐᓇᖁᓪᓗᒋᑦ.  ᑎᓕᐅᕐᑕᐅᓪᓗᑎᒃ 

ᒥᓂᔅᑕᐃᑦ ᑐᒡᓕᖏᑦᑕ ᑲᑎᒪᔨᕋᓛᖏᓐᓄᑦ, ᐱᔭᕆᐊᖃᓪᓚᕆᒃᑐᑦ ᐱᔨᑦᑎᕋᐅᑎᑦ ᓇᓗᓇᐃᔭᕐᑕᐅᓚᐅᕐᑐᑦ 

ᓯᕗᓪᓕᐅᔾᔭᒃᓴᓕᐅᕐᖢᑎᒃ ᐱᔨᑦᑎᕋᐅᑎᓂᑦ ᐅᑎᕐᑎᑕᐅᔪᒃᓴᓂᑦ (ᐋᓐᓂᐊᖃᕐᓇᙱᑦᑐᓕᕆᔨᒃᑯᑦ, ᐃᓄᓕᕆᔨᒃᑯᑦ, 

ᒪᓕᒐᓕᕆᔨᒃᑯᑦ, ᐃᓕᓐᓂᐊᕐᓂᓕᕆᔨᒃᑯᑦ, ᑮᓇᐅᔭᓕᕆᔨᒃᑯᓪᓗ). 

ᑐᓴᐅᒪᔪᓕᕆᓂᖕᒧᑦ ᐅᐸᓗᖓᐃᔭᐅᑎᒥᑦ ᐊᑐᓕᕐᑎᑦᑎᓚᐅᕐᑐᑦ ᒥᓂᔅᑕᑦ ᑐᒡᓕᖏᓐᓂᑦ ᑲᑎᒪᖃᑦᑕᕐᓂᐊᕐᓗᑎᒃ ᐅᓪᓗᖅ 

ᒪᕐᕈᐃᖅᓱᕐᓗᒍ, ᑐᓴᖃᑎᒌᒃᓗᑎᒃ, ᐃᓱᒪᓕᕆᒻᒪᕆᒃᓗᑎᒃ ᑐᓴᖅᑎᑦᑎᒋᐊᖅᐸᒡᓗᑎᒃᓗ ᐅᑎᕐᑎᑉᐸᓪᓕᐊᓇᓱᒃᑕᖏᓐᓂᑦ. 

 

ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᑦ ᖃᕆᑕᐅᔭᓄᑦ ᐱᓂᕐᓗᒃᑕᐅᔪᒧᑦ ᐱᓕᕆᐊᖃᖕᓂᖅ 

ᖃᐅᔨᓴᖅᑕᐅᓂᖓᓗ 
 

ᑐᓴᐅᒪᔭᒃᓴᓕᕆᔨᒃᑯᑦ/ᖃᕆᓴᐅᔭᕆᓕᐊᒃᑯᓪᓗ ᐱᒋᐊᓚᐅᕐᐳᑦ ᐋᖅᑭᒃᓯᓇᓱᐊᖅᖢᑎᒃ ᐱᓂᕐᓗᒃᑕᐅᔪᓂᑦ ᖃᕆᑕᐅᔭᒃᑯᑦ.  

ᐸᖕᓇᐅᑎᓕᐅᓚᐅᕐᐳᑦ ᐋᖅᑭᒃᑕᐃᓐᓇᕆᓇᓱᒡᓗᒋᑦ ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᑦᑕ ᖃᕆᑕᐅᔭᖃᐅᑎᖏᑦ, ᐱᖁᑎᖏᑦ 

ᓴᓇᒃᑲᓐᓂᕐᓗᑎᒃᓗ ᐱᓕᕆᕝᕕᐅᔪᓂᑦ ᑕᒪᐃᓐᓂᑦ 25 ᓄᓇᕗᒻᒥᑦ ᓄᓇᓕᖕᓂᑦ, ᐃᓚᐅᓪᓗᑎᒃ ᐊᕕᒃᑐᕐᓯᒪᔪᓂᑦ 

ᑎᑎᕋᕐᕕᖕᒥᑦ ᐋᑐᕚᒥᑦ ᐅᐃᓂᐸᐃᒡᒥᓪᓗ.  

ᑕᒪᐃᓐᓂᒃ ᐃᓗᐊᓃᑦᑐᑦ ᐸᖕᓇᐅᑎᒥᑦ ᐃᓚᖃᓚᐅᕐᐳᑦ ᑭᓱᓕᕆᓪᓚᕆᒋᐊᓕᖕᓂᑦ ᐱᓕᕆᐊᖑᓂᐊᕐᓗᑎᒃ 

ᑐᓴᐅᒪᔭᒃᓴᓕᕆᔨᒃᑯᓐᓂᑦ/ᖃᕆᑕᐅᔭᓕᕆᔨᒃᑯᓐᓂᑦ ᐱᓕᕆᕝᕕᐅᔪᓄᓪᓗ ᐃᑲᔪᖅᑕᐅᔪᒪᕙᒃᖢᑎᒃ ᓈᒻᒪᒃᑳᖓᑦ.  
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ᐅᐸᓗᖓᐃᔭᐅᑎ ᐃᓚᖃᓚᐅᕐᑐᖅ ᓇᓕᒧᒌᒃᑐᓂᑦ ᐊᑐᕐᖢᑎᒃ ᑭᖑᓕᕇᑎᒍᑦ ᐱᓕᕆᓪᓗᑎᒃ ᐊᕕᒃᑐᖅᖢᓂᔾᔪᒃ 

ᐊᑐᐃᓐᓇᐅᔪᓕᒫᑦ ᐃᑲᔪᖅᑎᒃᓴᐃᑦ (ᑐᓴᐅᒪᔭᒃᓴᓕᕆᔨᒃᑯᑦ/ᖃᕆᑕᐅᔭᓕᕆᔨᒃᑯᑦ ᐱᓕᕆᕝᕕᓪᓗ) 

ᐅᑎᕐᑎᑦᑎᕙᓪᓕᐊᔨᐅᓪᓗᑎᒃ ᐱᖓᓱᓪᓗ ᐃᒐᓚᐅᔭᓕᕆᔨᐅᖃᑎᒌᑦ.  ᐃᒐᓚᐅᔭᓕᕆᐅᔨᖃᑎᒌᑦ ᑎᓕᔭᐅᓚᐅᕐᐳᑦ 

ᓄᓇᕗᒻᒥᐅᓄᑦ (ᕿᑎᕐᒥᐅᑦ, ᑭᕙᓪᓕᖅ, ᕿᑭᖅᑖᓗᖕᒧᓪᓘᓐᓃᑦ).  “ᐅᓇᑕᖅᑐᒃᑯᕕᖕᒥᑦ” ᓴᖅᑭᑦᑎᓕᓚᐅᕐᐳᑦ ᐃᖃᓗᖕᓂᑦ 

ᑐᑦᑕᕕᐅᓪᓗᓂ ᐅᑎᕐᑎᑦᑎᕙᓪᓕᐊᓂᖕᓂᑦ ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᑦᑕ ᖃᕆᑕᐅᔭᖏᓐᓂᑦ ᐃᑲᔪᖅᑐᐃᓂᐊᕐᓗᑎᒃᓗ 

ᐅᖓᓯᒃᑐᒦᑦᑐᓂᑦ ᐱᓕᕆᖃᑎᒌᓂᑦ. 

 

 

      

ᐃᖃᓗᖕᓂᑦ ᐅᓇᑕᖅᑐᒃᑯᕕᒃ                       ᑐᓴᐅᒪᔭᒃᓴᓕᕆᔨᒃᑯᑦ/ᖃᕆᑕᐅᔭᓕᕆᔨᒃᑯᑦ ᐃᖅᑲᓇᐃᔭᖅᑎᖏᑦ 

ᓵᑕᒃᑰᓚᐅᕐᐳᑦ ᐊᐅᓱᐃᑦᑐᒧᑦ ᐋᖅᑭᒃᓱᐃᔭᖅᑐᖅᖢᑎᒃ ᓄᓇᓕᖕᓂᑦ ᐱᓕᕆᕝᕕᖏᓐᓂᑦ.  

ᑐᓴᐅᒪᔭᒃᓴᓕᕆᔨᒃᑯᑦ/ᖃᕆᓴᐅᔭᓕᕆᔨᒃᑯᑦ ᓄᓇᓕᓕᒫᓄᐊᓚᐅᕐᐳᑦ 25−ᒧᑦ ᓄᓇᕗᒻᒥᑦ 

ᐋᖅᑭᒃᓱᐃᔭᖅᑐᖅᖢᑎᒃ ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᑦᑕ ᖃᕆᓴᐅᔭᓂ ᐊᑐᕐᐸᒃᑐᓂᑦ 

 

• ᑐᓴᐅᒪᔭᒃᓴᓕᕆᔨᒃᑯᑦ/ᖃᕆᑕᐅᔭᓕᕆᔨᒃᑯᑦ ᐊᐅᓚᑦᑎᔨᐅᖃᑎᒌᑦ, ᒥᓂᔅᑕᐅᑉ ᑐᒡᓕᐊ ᓄᓇᓕᖕᓂ 

ᒐᕙᒪᒃᑯᓐᓂᓪᓗ ᐱᔨᑦᑎᕋᖅᑎᒃᑯᓐᓄᑦ, ᒥᓂᔅᑕᓗ ᓄᓇᓕᖕᓂ ᒐᕙᒪᒃᑯᓐᓂᓪᓗ ᐱᔨᑦᑎᕋᖅᑎᒃᑯᑦ 

ᐱᓕᕆᐊᒃᓴᖅᑖᒃᑲᓐᓂᓚᐅᕐᐳᑦ: 

o ᒥᓂᔅᑕ ᓄᓇᓕᖕᓂ ᒐᕙᒪᒃᑯᓐᓂᓪᓗ ᐱᔨᑦᑎᕋᖅᑎᒃᑯᑦ ᐱᓕᕆᐊᖅᑖᓚᐅᕐᐳᖅ ᑐᓴᖅᑎᑦᑎᖃᑦᑕᕐᓂᖕᒥᑦ 

ᒥᓂᔅᑕᐅᖃᑎᒌᓂᑦ ᒪᓕᒐᓕᐅᕐᑎᓂᓪᓗ ᐱᕙᓪᓕᐊᓂᖓᓂᑦ ᐅᑎᕐᑎᕙᓪᓕᐊᔪᑦ. 

o ᒥᓂᔅᑕᐅᑉ ᑐᒡᓕᖓ ᓄᓇᓕᖕᓂ ᒐᕙᒪᒃᑯᓐᓂᓪᓗ ᐱᔨᑦᑎᕋᖅᑎᒃᑯᑦ ᓯᕗᓕᖅᑎᐅᓪᓗᓂ ᐱᓕᕆᐊᒃᓴᓂᑦ 

ᒥᓂᔅᑕᐅᑉ ᑐᒡᓕᖏᑦᑕ ᕿᒥᕐᕈᓂᖕᒧᑦ ᑲᑎᒪᔨᕋᓛᓗᑦ ᐸᖕᓇᐃᓂᖕᓄᑦ ᐊᑐᕐᑕᐅᕙᓪᓕᐊᓂᖏᓐᓄᓪᓗ 

ᐅᑎᕐᑎᑦᑎᕙᓪᓕᐊᓂᖅ.  

o ᑐᓴᐅᒪᔪᓕᕆᔨᒻᒪᕆᒃ ᐱᓕᕆᐊᓄᑦ ᑐᓴᐅᒪᑎᑦᑎᔨᐅᓚᐅᕐᐳᖅ ᑐᓴᕐᕕᑐᐊᖑᓪᓗᓂ, ᐱᓕᕆᓪᓗᓂ 

ᐊᑯᓐᓂᖏᓐᓂᑦ ᐃᓗᐊᓂᑦ ᑐᓴᐅᒪᔭᒃᓴᓕᕆᔨᒃᑯ/ᖃᕆᑕᐅᔭᓕᕆᔨᒃᑯᑦ ᐱᓕᕆᐊᒃᓴᓄᓪᓗ 

ᐱᓕᕆᕝᕕᐅᔪᑦ, ᒥᓂᔅᑕ ᑐᒡᓕᖏᓐᓂᓪᓗ ᑐᓴᐅᒪᔭᒃᓴᓕᕆᔨᐅᖃᑎᒌᓂᓪᓗ. 

o ᑐᑭᒧᐊᒃᑎᑦᑎᔨ ᒐᕙᒪᒃᑯᓐᓂᑦ ᑐᓴᐅᒪᔭᒃᓴᓕᕆᓂᖕᓄᑦ ᐸᖕᓇᐃᓂᖕᓄᓪᓗ ᓯᕗᓕᖅᑎᐅᓚᐅᕐᐳᑦ 

ᐱᔨᑦᑎᕋᖅᑕᑦ ᐱᖁᑎᖏᑦ ᐋᖅᑭᒃᓱᐃᑎᓪᓗᒋᑦ (ᓂᐅᕕᕐᓂᖅ, ᓴᓇᕝᕕᖕᓂᑦ ᐋᖅᑭᒃᓱᐃᓂᖅ 

ᓄᓇᓕᖕᓂᓪᓗ ᐱᕙᒌᔭᐅᓂᖅ) ᓄᓇᓕᓕᒫᓄᑦ. 

o ᑐᑭᒧᐊᒃᑎᑦᑎᔨ ᑐᓴᐅᒪᔪᓕᕆᓂᖕᓄᑦ ᑐᓴᐅᒪᔭᒃᓴᓄᓪᓗ ᖃᕆᑕᐅᔭᒃᑯᑦ ᓯᕗᓕᖅᑎᐅᓚᐅᕐᐳᖅ 

ᖃᐅᔨᓴᕐᓂᖕᓂᑦ, ᐋᖅᑭᒃᓱᐃᓂᖕᓂᑦ ᐃᑭᐊᖅᑭᕕᖕᓂᑦ ᐅᑎᕐᑎᕆᓂᖕᓂᓪᓗ ᐱᔨᑦᑎᕋᐅᑎᓂᑦ 

ᓄᓇᓕᓕᒫᓄᑦ. 
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ᑐᓴᐅᒪᔭᒃᓴᓕᕆᔨᒃᑯᑦ/ᖃᕆᑕᐅᔭᓕᕆᔨᒃᑯᑦ ᐊᐅᓚᑦᑎᔨᖏᑦ ᑲᑎᓚᐅᕐᐳᑦ ᖃᐅᔨᓴᕐᖢᑎᒃ ᖃᓄᐃᓕᖓᓕᖕᓂᖏᓐᓂᑦ 

ᐅᑎᕐᑎᕆᓂᖏᓐᓂᑦ.  ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᑦ ᖃᐅᔨᒪᔨᑕᒻᒪᕆᖃᕋᓗᐊᕐᖢᑎᒃ ᐃᖅᑲᓇᐃᔭᖅᑎᖏᓐᓂᑦ, 

ᐃᓱᒪᓕᐅᕆᓚᐅᕐᐳᑦ ᐅᖃᕐᕕᐅᓗᑎᒃ ᓴᓇᕝᕕᖕᓂᑦ ᖃᐅᔨᒪᔨᑕᒻᒪᕆᖕᓂᑦ ᐱᓂᕐᓗᐃᓲᓂ ᖃᕆᑕᐅᔭᓂᑦ 

ᐃᖃᔪᖅᑕᐅᓗᑎᒃᓗ ᖃᐅᔨᓴᖕᓂᖕᓂᑦ/ᐅᑎᕐᑎᕆᓂᖕᓂᑦ. ᐸᓖᓯᒃᑯᑦᑕᐅᖅ ᖃᐅᔨᓴᕆᐊᓕᓚᐅᖕᒥᔪᑦ ᐱᒋᐊᖅᑕᐅᓂᖏᓐᓂᑦ 

ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᑦᑕ ᖃᕆᑕᐅᔭᖏ.  

ᑭᐅᔭᑲᐅᕐᑐᖅᐸᒃᖢᑎᒃ ᖃᐅᔨᓴᖅᑎᓂᑦ, ᑐᓴᐅᒪᔭᒃᓴᓕᕆᔨᒃᑯᑦ/ᖃᕆᑕᐅᔭᓕᕆᔨᒃᑯᑦ ᐅᑎᕐᑎᕆᓚᐅᕐᐳᑦ ᐱᓕᕆᖃᑎᒌᑦ 

ᐃᓚᖃᕐᖢᑎᒃ Teknicor ᐃᓚᒋᔭᐅᓪᓗᓂ ᐊᐅᓚᑕᓄᑦ ᐱᔨᑦᑎᕋᐅᑎᑦ ᐱᒋᐊᓕᕐᑎᓪᓗᒋᑦ ᐅᑎᕐᑎᕆᓂᖅ ᓄᓇᕗᑦ 

ᒐᕙᒪᒃᑯᖏᑦᑕ ᐃᑭᐊᖅᑭᕕᖏᓐᓂᑦ ᖃᕆᑕᐅᔭᖏᓐᓂᒡᓗ.  ᓇᓕᒧᖦᖢᓂ ᑐᓴᐅᒪᔭᒃᓴᓕᕆᔨᒃᑯᑦ/ᖃᕆᑕᐅᔭᓕᕆᔨᒃᑯᑦ 

ᐅᑎᕐᑎᕆᔨᖏᓐ ᐸᖕᓇᒃᐸᓪᓕᐊᓕᓚᐅᕐᐳᖅ ᐃᓕᐅᖅᑲᐃᓪᓗᑎᒃ 10−ᓂᑦ ᐱᓕᕆᕝᕕᖕᓂᑦ 25−ᓂᑦ ᓄᓇᓕᓕᒫᓂ 

ᖃᓪᓗᓈᓂᓪᓗ ᑎᑎᕋᕐᕕᖏᓐᓂ ᐋᑐᕚᒥᑦ ᐅᐃᓂᐸᐃᒡᒥᓪᓗ.  ᑐᓴᐅᒪᔭᒃᓴᓕᕆᔨᒃᑯᑦ/ᖃᕆᑕᐅᔭᓕᕆᔨᒃᑯᑦ 

ᐱᓕᕆᖃᑎᖃᓚᐅᕐᐳᑦ ᓂᐅᕕᕐᕕᒋᕙᒃᑕᖏᓐᓂᑦ ᓲᕐᓗ Mandiant/FireEye (ᖃᕆᑕᐅᔭᓂᑦ ᓇᐅᑦᑎᕐᑐᖅᑎᒻᒪᕆᑦ) 

Microsoft Detection and Response Team ᖃᐅᔨᒪᔨᑕᒻᒪᕆᑦ ᓇᐅᑦᑎᕐᑐᕐᓂᖕᓂᑦ ᐅᑎᕐᑎᕆᓂᖕᓂᓪᓗ ᐊᑐᕐᑐᓂᑦ 

ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᑦ ᐅᑎᕐᑎᕆᓂᖕᓄᑦ ᐸᖕᓇᐅᑎᐊᓂ ᐱᕙᓪᓕᐊᑎᓪᓗᒍ.  ᓂᐅᕕᕐᕕᐅᕙᒃᑐᑦᑕᐅᖅ 

ᐱᓕᕆᔾᔪᑎᑖᕐᑐᕐᑎᑦᑎᒃᑲᓐᓂᓚᐅᕐᑐᑦ ᐃᑲᔪᖅᖢᑎᖑᒃᓗ ᓈᒻᒪᓛᓂ ᓇᐅᑦᑎᕐᓱᕈᑎᓂ ᐃᓕᐅᖅᑲᐃᓂᖕᓂᑦ (ᑎᓯᓪᓗᓂ) 

ᒐᕙᒪᒃᑯᓐᓄᑦ ᐊᑐᓕᕐᑎᑦᑎᓪᓗᑎᒃᓗ ᓄᒡᑕᒥ cloud-ᓅᕐᑐᓂᑦ ᐱᕙᓪᓕᐊᓂᒃᓴᓄᑦ ᓇᐅᑦᑎᕐᓱᕈᑎᓄᓪᓗ.  (ᑕᑯᓗᒍ 

ᐅᐃᒍᐊᕈᓯᖅ B: ᒪᐃᑯᓵᕝ ᐅᓂᒃᑳᖓ) 

ᐅᑎᕐᑎᕆᓂᐅᔪᑦ ᑕᒪᖕᒥᐅᓚᐅᕐᑐᑦ ᐱᓕᕆᓪᓗᑎᒃ.  ᐃᓄᐃᑦ ᑎᓕᐅᕐᑕᐅᓚᐅᕐᑐᑦ ᐊᔾᔨᒋᙱᑕᖏᓐᓄᑦ 

ᐃᓚᒋᔭᐅᙱᑦᑐᒃᓴᐅᔪᑦ ᐱᓕᕆᐊᖏᓐᓄᑦ ᐱᔪᓐᓇᖁᓪᓗᒋᑦ ᓄᓇᓕᖕᓂ ᒐᕙᒪᒃᑯᓐᓂᓪᓗ ᐱᔨᑦᑎᕋᖅᑎᒃᑯᑦ 

ᑐᓴᐅᒪᔭᒃᓴᓕᕆᔨᒃᑯᑦ/ᖃᕆᑕᐅᔭᓕᕆᔨᒃᑯᖏᑦ ᓄᒃᑕᕐᑎᑦᑎᓗᑎᒃ ᐃᑲᔪᕐᑎᒃᓴᓂᑦ ᐃᖅᑲᓇᐃᔮᓄᑦ ᐱᓕᕆᓇᔭᙱᑕᖏᓐᓂᑦ, 

ᑭᓯᐊᓂᓕ ᐃᑲᔪᕆᐊᖃᕌᖓᑕ.  ᐱᓕᕆᓪᓗᐊᑕᖅᑕᐅᓚᐅᕐᑐᑦ ᑎᑎᖅᑲᑦ ᐃᖃᓗᖕᓃᑦᑐᑦ ᐅᑎᕐᑎᓐᓇᓱᒃᖢᓂᔾᔪᒃ 

ᖃᕆᑕᐅᔭᒧᑦ ᓄᓇᓕᓕᒫᒃ ᑲᓱᕈᓐᓇᖁᓪᓗᒋᑦ ᐱᓕᕆᐊᒃᓴᖃᐅᑎᖏᓐᓄᑦ.  ᐅᑎᕐᑎᕆᓂᖅ ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᑦ 

ᐱᓕᕆᔾᔪᑎᖏᓐᓂᑦ ᐃᖃᓗᖕᓂᑦ ᐱᒋᐊᓚᐅᕐᐳᑦ ᐅᑎᕐᑎᑦᑎᓪᓗᑎᒃ ᒐᕙᒪᒃᑯᖏᑦ ᓂᐱᓕᐅᕕᖏᓐᓂᑦ, ᖃᕆᑕᐅᔭᑦ, 

ᐱᓕᕆᔾᔪᑎᑦ ᐊᑐᕐᐸᒃᑐᓪᓗ ᑎᑎᖅᑲᖁᑎᖏᑦ ᐅᑎᕐᑎᓪᓗᒋᑦ. ᐱᓕᕆᖃᑎᒌᑦ ᐊᔾᔨᒌᓕᖃᓪᓗᑎᒃ ᐱᕙᒌᔭᐃᓚᐅᕐᐳᑦ 

ᐋᖅᑭᒃᓱᐃᔭᕐᑐᕐᖢᑎᒃ ᐊᓯᖏᓐᓂᑦ ᓄᓇᓕᖕᓂᑦ. ᐅᑎᕐᑎᕆᓂᐅᔪᑦ ᐃᓚᖃᓚᐅᕐᑐᑦ ᐋᖅᑭᒃᓱᐃᓪᓗᑎᒃ ᓄᓇᕗᑦ 

ᒐᕙᒪᒃᑯᖏᑦᑕ ᐃᑭᐊᖅᑭᕕᖏᓐᓂᑦ ᓄᓇᓕᓕᒫᓂᑦ, ᐋᖅᑭᒃᓱᐃᓪᓗᑎᒃ ᑕᒪᐃᓐᓂᒃ ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᑦᑕ 
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ᑭᖑᕝᕕᐅᑎᒃᓴᖏᑦ, ᑕᖅᓯᖅᓱᒃᑲᓐᓂᕐᓗᒋᑦ ᑕᒪᖕᒥᒃ ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᑦ ᖃᕆᑕᐅᔭᖏᑦ ᐃᒐᓛ Windows 10−ᒧᑦ 

ᓄᓇᓕᓕᒫᓂᑦ, ᓴᖅᑭᑕᐅᓗᑎᒃᓗ ᓄᑖ cloud based ᐱᓕᕆᔾᔪᑎᑦ.  

ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᑦ ᐊᔪᙱᑦᑐᒻᒪᕆᖕᓂᑦ ᑭᖑᕝᕕᐅᑎᒃᓴᖃᕐᑐᑦ.  ᑖᒃᑯᐊ ᐊᑐᕐᑕᐅᓲᑦ ᖃᐅᑕᒫᑦ ᓴᐳᔾᔨᓪᓗᑎᒃ ᓄᓇᕗᑦ 

ᒐᕙᒪᒃᑯᖏᑦᑕ ᑎᑎᖅᑲᖏᓐᓂᑦ ᓄᓇᕗᒻᒥᑦ ᑕᒪᐃᓐᓂᓕᒫᕐᓗ ᒐᕙᒪᒃᑯᑦ ᑎᑎᖅᑲᖃᐅᓯᕐᕕᖏᓐᓂᑦ. 

ᑐᓴᐅᒪᔭᒃᓴᓕᕆᔨᒃᑯᑦ/ᖃᕆᑕᐅᔭᓕᕆᔨᒃᑯᑦ ᓴᖅᑭᑦᑎᓚᐅᕐᐳᑦ ᐊᕗᑎᓯᒪᕕᖕᒥᑦ, ᑲᓱᕐᓯᒪᔪᓐᓃᑦᑎᐊᕐᖢᑎᒃ ᑭᓱᓕᒫᓂᑦ, 

ᐅᑎᕐᑎᐅᕋᐃᓪᓗᑎᒃ ᑭᖑᕝᕕᐅᑎᓂᑦ ᒐᕙᒪᒃᑯᓪᓗ ᑎᑎᖅᑲᖏᑦ ᐊᑦᑕᖕᓇᖅᑐᒦᙱᒃᑲᓗᐊᕆᐊᒃᓴᖏᓐᓂᑦ.  ᐱᓕᕆᖃᑎᒌᑦ 

ᓴᓗᒻᒪᕐᓴᐃᓚᐅᕐᐳᑦ ᑭᖑᕝᕕᐅᑎᒃᓴᓂᑦ ᐊᔾᔨᒌᙱᑦᑑᑎᓂᑦ ᐊᑐᕐᖢᑎᒃ  FireEye-ᒥ ᓇᓗᓇᐃᔭᐃᓪᓗᑎᒃ 

ᐅᑎᕐᑎᕆᔾᔮᙱᓐᓂᖏᓐᓂᑦ ᖁᐱᕐᕆᓯᒪᔪᓂᑦ ᖃᓄᐃᓕᓯᒪᔪᓂᒡᓘᓐᓃᑦ ᑐᖅᑯᐃᕕᖕᓂᑦ.  ᐱᓕᕆᐊᖅ ᑲᔪᓯᑦᑎᐊᓚᐅᕐᑐᖅ.  

ᐱᓕᕆᐊᕆᔭᒻᒪᕆᐅᓚᐅᕐᑐᑦ ᓱᒃᑲᐃᖦᖢᓂᓗ ᑭᓯᐊᓂᓕ ᐱᕕᔾᔪᐊᖑᓚᐅᕐᑐ ᑲᔪᓯᑎᑕᐅᓗᓂ ᐋᖅᑭᒃᓱᖅᑕᐅᓂᖓ.  

ᓇᓗᓇᐃᕐᑕᐅᖕᒪᑕ ᑭᖑᕝᕕᐅᑎᔪᒃᓴᐃᑦ ᓴᓗᒪᓚᐅᕐᑐᑦ, ᓄᑖᖑᓕᕐᖢᑎᒃ (ᓄᕕᐱᕆ 1, 2019 ᓄᙳᐊᓂᑦ) 

ᐊᑐᒐᒃᓴᐅᓕᕐᖢᑎᒃ, ᐃᓱᒪᓕᐊᖑᓚᐅᕐᑐᕐᓕ ᐅᑎᕐᑎᑕᐅᓗᑎᒃ/ᐋᖅᑭᒃᑕᐅᓗᑎᒃ ᒐᕙᒪᒃᑯᑦ ᑎᑎᖅᑲᖁᑎᖏᑦ. 

ᐃᓚᖏᓪᓕ ᑎᑎᖅᑲᑦ ᔭᒐᓚᐅᕐᑐᑦ: 

- ᑎᑎᖅᑲᑦ ᓄᓇᕗᒻᒥ ᓯᓚᑦᑐᖅᓴᕐᕕᖕᒧᑦ – Multiview Accounting System ᑮᓇᐅᔭᓕᕆᔨᔾᔪᑎᑦ 

ᐅᑎᕐᑎᑕᐅᔭᕆᐊᖃᓚᐅᕐᑐᑦ ᐅᓪᓘᑉ ᐃᓱᐊᓂᑦ, ᐅᑐᐱᕆ 31, 2019.  ᑕᐃᒪᓕ ᐅᓪᓗᖕᒥᑦ−ᐊᑕᐅᓯᖕᒥᑦ ᔭᒐᐃᓪᓗᑎᒃ 

ᑎᑎᖅᑲᓂᑦ ᐃᓕᐅᖅᑲᖅᑕᐅᔭᕆᐊᖃᓕᕐᖢᑎᒃ ᑎᑎᕋᖅᑕᐅᓗᑎᒃ. 

- ᑎᑎᖅᑲᑦ ᐅᑎᕐᑎᑕᑦ ᐃᓗᐊᓂᑦ “C”−ᒧᑦ ᐃᓕᔭᐅᓯᒪᙱᖦᖢᑎᒃᓗ ᐊᑐᕐᐸᒃᑐᓄ ᐃᑭᐊᖅᑭᕕᖕᒧᑦ 

ᓇᖕᒥᓂᖁᑎᖏᓐᓄᑦ ᑭᒃᑯᑐᐃᓐᓇᕐᓯᐅᑎᓄᓪᓘᓐᓃᑦ. 

- ᑎᑎᖅᑲᑦ ᐅᑎᕐᑎᑕᑦ ᐃᓗᐊᓂᑦ USB-ᒧᑦ ᐲᕐᑕᕐᑐᓄᓪᓗ ᐃᓕᔭᐅᓯᒪᙱᖦᖢᑎᒃᓗ ᐊᑐᕐᐸᒃᑐᓄ ᐃᑭᐊᖅᑭᕕᖕᒧᑦ 

ᓇᖕᒥᓂᖁᑎᖏᓐᓄᑦ ᑭᒃᑯᑐᐃᓐᓇᕐᓯᐅᑎᓄᓪᓘᓐᓃᑦ. 

 

ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᑦᑕ ᐱᖁᑎᖏᑦ 

ᐃᓚᒋᔭᐅᓪᓗᓂ ᐋᖅᑭᒃᓱᐃᕙᓪᓕᐊᓂᖕᓂᑦ, ᐃᓱᒪᓕᐊᖑᓚᐅᕐᑐᖅ ᐱᖁᑎᒋᔭᐅᔪᓂ ᐅᑎᕐᑎᑕᐅᓗᑎᒃ ᐃᑭᐊᖅᑭᕕᖕᒧᑦ, 

ᒪᓕᒋᐊᓕᑦ ᓄᑖᒧᑦ ᐸᓚᖓᐃᕐᓯᒪᔪᓂᑦ ᐊᐅᓚᑦᑎᔾᔪᑎᓂᑦ.  

1. ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᑦᑕ ᐱᖁᑎᖏᑦ ᒪᓕᒃᑐᐃᑦ ᐊᐅᓚᑦᑎᔾᔪᑎᓂᑦ ᐅᑎᕐᑎᑕᐅᓚᐅᕐᐳᑦ ᖃᕆᑕᐅᔭᒃᑰᓕᕐᖢᑎᒃᓗ 

ᒪᓕᒃᖢᑎᒃ ᓯᕗᓪᓕᐅᔾᔭᒃᓴᓂᑦ ᐱᔭᕆᐊᖃᓪᓚᕆᒃᑐᓂᑦ ᐱᔨᑦᑎᕋᐅᑎᓂᑦ, ᐱᓕᕆᕝᕕᓪᓗ ᐱᔭᕆᐊᓕᑦ ᑎᑎᖅᑲᓪᓗ 

ᐊᑐᐃᓐᓇᐅᓂᖏᓐᓂᑦ. 
 
 

2. ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᑦᑕ ᐱᖁᑎᖏᑦ ᒪᓕᓚᐅᙱᑦᑐᑦ ᓄᑖᓂ ᐊᑦᑕᖕᓇᖅᑕᐃᓕᒪᔾᔪᓂᑦ, 

ᐊᑦᑕᖕᓇᙱᑦᑐᒧᐊᕐᑕᐅᓚᐅᕐᐳᑦ ᐃᑭᐊᖅᑭᕕᖕᓂᑦ (ᑐᓄᐊᓄᑦ firewalls) ᑭᒡᓕᖃᒻᒪᕆᐊᓗᒃᖢᓂ ᐊᑐᕈᓐᓇᕐᑐᑦ.   

ᑐᓴᐅᒪᔭᒃᓴᓕᕆᔨᒃᑯᑦ/ᖃᕆᑕᐅᔭᓕᕆᔨᒃᑯᑦ ᐱᓕᕆᓚᐅᕐᑐᑦ ᐅᑎᕐᑎᑦᑎᓇᓱᒃᖢᑎᒃ ᐃᑭᐊᖅᑭᕕᖕᒧᑦ 

ᑐᓴᖅᑎᑦᑎᓪᓗᑎᒃᓗ ᐱᓕᕆᕝᕕᐅᔪᑦ ᐅᑎᕐᑎᑦᑎᔪᓐᓇᙱᒃᑳᖓᒥᒃ ᐃᑭᐊᖅᑭᕕᖕᒧᑦ ᑕᐃᒪᐃᓐᓂᕆᓚᐅᕐᑕᖏᓐᓄᑦ, 

ᐊᑦᑕᖕᓇᖕᓂᖓᓄᑦ.   
 

ᐊᑐᓕᖁᔭᐅᓚᐅᕐᑐᕐᓗᑎ ᐱᓕᕆᖃᑎᖃᕐᓗᑎᒃ ᐱᓕᕆᕝᕕᐅᔪᓂᑦ ᓂᐅᕕᕐᕕᐅᓯᒪᔪᓪᓗ ᓈᒻᒪᒃᑐᒥᑦ 

ᓇᓂᓯᔪᒪᓪᓗᑎᒃ ᐅᖃᐱᓗᒍᑕᐅᓯᒪᙱᑦᑐᓄᑦ ᐱᓕᕆᕝᕕᖕᓂᑦ ᐊᑐᕐᑕᐅᕙᒃᑐᓂᑦ.  ᑖᒃᑯᐊ ᐱᓕᕆᔾᔪᑎᑦ 
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ᐱᐅᓯᒋᐊᖅᑕᔭᕆᐊᖃᓚᐅᕐᑐᑦ ᒪᓕᒍᓐᓇᖁᓪᓗᒋᑦ ᐊᑦᑕᖕᓇᖅᑕᐃᓕᒪᔭᕆᐊᖃᖕᓂᖏᓐᓂᑦ 

ᐃᓇᖏᖅᑕᐅᓗᑎᒃᓘᓐᓃᑦ.   
 

3. ᓅᓪᓗᒋᑦ ᐱᓕᕆᔾᔪᑎᑦ cloud−ᒧᑦ. 

a. ᑐᓴᐅᒪᔭᒃᓴᓕᕆᔨᒃᑯᑦ/ᖃᕆᑕᐅᔭᓕᕆᔨᒃᑯᑦ ᖃᐅᔨᓚᐅᕐᑐᑦ ᓈᒻᒪᓛᒥᑦ ᐊᑦᑕᖕᓇᙱᓛᒥᓪᓗ 

ᐅᑎᕐᑎᑦᑎᔭᕆᐊᒃᓴᖅ ᐊᑐᕐᑕᐅᕙᒃᑐᓂᑦ ᓅᑕᐅᓗᑎᒃ cloud−ᓅᕐᑐᓄᑦ.   ᐅᑯᐊᖑᔪᑦ:  
 

i. ᐊᓪᓚᕝᕕᒻᒥ 365 

1. ᐃᕐᖐᓐᓇᖅᑕᐅᑎᑦ 

2. ᒪᐃᑯᓵᕝᑯᑦ ᑎᑎᕋᕈᑎᑦ 

3. OneDrive 

4. SharePoint  
 

ᐃᕐᖐᓐᓇᖅᑕᑎᓄᑦ ᐱᔨᑦᑎᕋᐅᑎᑦ ᓅᑕᐅᓚᐅᕐᐳᖅ Office 365−ᒧᑦ cloud−ᒥᑦ, ᓄᓇᕗᓕᒫᒥᑦ.    ᐊᑐᓕᕐᑎᑕᐅᓪᓗᓂ 

Office 365, ᑐᓴᐅᒪᔭᒃᓴᓕᕆᔨᒃᑯᑦ/ᖃᕆᑕᐅᔭᓕᕆᔨᒃᑯᑦ ᐊᔪᕈᓐᓃᕐᑎᑦᑎᓚᐅᕐᐳᑦ Microsoft Teams-ᓂᑦ 

ᑎᑎᕋᑲᐅᑎᒋᔾᔪᑎᓂᑦ ᑕᕐᕆᔭᐅᑎᒃᑯᓪᓗ ᑲᑎᒪᔾᔪᑎᓂᑦ, SharePoint ᐊᒻᒪᓗ OneDrive ᑕᑯᔭᐅᔪᓐᓇᕐᓗᑎᒃ 

ᐱᓕᕆᖃᑎᒌᒍᑕᐅᓗᑎᒃᓗ. 

 

ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᑦᑕ ᓴᓇᕝᕕᖏᑦ 

ᓇᓕᒧᒌᒃᖢᑎᒃ ᐊᓯᖏᓐᓂ ᑐᓄᐊᓂ ᐱᓕᕆᐊᓄᑦ, ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᑦ ᐱᓕᕆᔨᖏᑦ ᑕᐃᒪᓐᓂᒃ ᐊᕕᒃᑐᖅᓯᒪᔪᓂᑦ 

ᐋᖅᑭᒃᓱᐃᕙᓪᓕᐊᓯᒋᐊᓚᐅᕐᐳᑦ ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᑦᑕ ᐱᓕᕆᕝᕕᖏᓐᓂᑦ.  ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᑦᑕ ᓄᓇᓕᖏᑦ 

ᐃᑲᔪᖅᑎᒃᓴᖃᙱᒻᒪᑕ ᖃᕆᑕᐅᔭᓄᑦ, ᖃᖓᑕᓲᒃᑰᕐᐸᒃᖢᑦ ᓵᑕᑲᑕᒃᑯᓪᓗ ᓄᓇᓕᓕᒫᑦ ᐃᑭᐊᖅᑭᕕᖃᖁᓪᓗᒋᑦ.  

ᐱᓕᕆᖃᑎᒌᓕᐅᓚᐅᕐᑐᑦ ᕿᑭᖅᑖᓗᖕᒥᑦ, ᑭᕙᓪᓕᖕᒥᑦ, ᕿᑎᕐᒥᐅᓂᓪᓗ ᐊᐅᓚᑦᑎᔭᖅᑐᖅᖢᑎᒃ ᐱᓕᕆᕝᕕᖕᓂᑦ 

ᐋᖅᑭᒃᓱᐃᓂᖕᓂᑦ.  ᐋᖅᑭᒃᓱᐃᕙᓪᓕᐊᑎᓪᓗᒋᑦ, Windows 10 ᓄᑖᙳᕆᐊᕐᓯᒪᔪᓄᑦ ᓄᑖᒧᓪᓗ 

ᐊᑦᑕᖕᓇᙱᓐᓂᕐᓴᐅᔾᔪᑎᓄᑦ, ᖃᐅᔨᓚᐅᕐᑐᑦ 1400 ᐅᖓᑖᓄᑦ ᐱᓕᕆᕝᕕᐅᔪᑦ ᐊᔪᓚᐅᕐᑐᑦ ᐃᖏᕐᕋᑦᑎᐊᙱᑦᑐᓪᓘᓐᓃᑦ 

ᐊᓯᔾᔨᖅᑕᐅᓚᐅᕐᖢᑎᒃᓗ ᐃᓚᒋᔭᐅᓪᓗᓂ ᐋᖅᑭᒃᓱᐃᓂᖕᓂᑦ.   

 

ᐃᖃᓗᐃᑦ, ᑲᖏᖅᖠᓂᖅ, ᐃᖃᓗᒃᑑᑦᑎᐊᓪᓗ ᐱᓕᕆᕝᕕᖏᑦ ᐋᖅᑭᒃᓱᖅᑕᑦ/ᐊᓯᔾᔨᖅᑕᑦ – ᐱᓕᕆᕝᕕᕕᓕᒫᑦ ᑲᑎᑕᐅᓚᐅᕐᐳᑦ 

ᓄᑖᙳᕆᐊᖅᑕᐅᓪᓗᑎᒃ/ᐊᓯᔾᔨᖅᑕᐅᓪᓗᑎᒃ. 
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ᑐᑭᒧᐊᒃᑕᐅᓂᖏᑦ ᓂᐅᕕᕐᓂᖕᓄᑦ ᐱᓕᕆᕝᕕᖕᓂᑦ, ᐊᐅᓪᓚᖅᑎᑕᐅᓪᓗᑎᒃ ᓄᓇᓕᖕᓄᑦ, ᖃᖓᑦᑕᐅᑎᑦ ᓯᓂᒃᑕᐅᑎᓪᓗ 

ᐊᒃᓱᕈᖕᓇᕈᓘᔭᒻᒪᕆᓚᐅᕐᑐᑦ.  ᖃᖓᑕᓲᑦ ᓵᑕᓪᓗ ᐋᖅᑭᒃᓱᖅᑕᐅᓚᐅᕐᐳᑦ ᐊᑐᑦᑎᐊᒻᒪᕆᒐᓱᒃᖢᒋᑦ ᐱᓕᕆᖃᑎᒌᑦ 

ᑲᒪᔭᕐᑐᕐᓗᑎᒃ ᓄᓇᓕᓕᒫᓪᓗ ᐃᑭᐊᖅᑭᕕᒃᑖᕐᑎᑲᐅᕐᑐᓪᓗᒋᑦ.  ᐱᓕᕆᖃᑎᒌᑦ ᐊᒥᓱᓂ ᐊᑲᐅᙱᓕᐅᕈᑎᖃᖃᑦᑕᓚᐅᕐᑐᑦ 

ᓲᕐᓗ ᓯᓚᒧᑦ ᑭᖑᕙᓯᓕᕐᖢᑎᒃ, ᖃᖓᑕᓲᑦ ᐊᐅᓚᐅᔾᔮᖅᐸᒃᖢᑎᒃ, ᑐᔪᖕᒥᕕᖕᓄᑦ ᓈᒻᒪᙱᓕᐅᕈᑎᕙᒃᖢᑎᒃ, 

ᑐᐊᕕᖕᓇᖅᑐᓪᓗ ᖃᖓᑕᓲᑦ ᖃᓪᓕᕐᓯᓚᐅᕐᐳᑦ ᓵᑕᖅᑕᐅᓯᒪᔪᒥᑦ, ᐊᒥᓲᒐᓗᐊᖑᓚᐅᕐᑐᑦ ᐊᒃᓱᕈᖕᓇᖅᑐᑦ.  ᑎᓯᐱᕆ 21, 

2019−ᖑᓕᕐᑎᓪᓗᒍ ᓄᓇᕗᒻᒥᑦ ᓄᓇᓕᓕᒫᑦ ᑲᓱᖅᓯᒪᓕᓚᐅᕐᐳᑦ ᐊᑐᕈᓐᓇᕐᓯᓪᓗᑎᒃᓗ ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᑦᑕ 

ᖃᕆᑕᐅᔭᖏᓐᓂᑦ. 

ᐊᑭᖓ 
ᑲᒪᒋᔭᐅᑎᓪᓗᒍ ᖃᕆᑕᐅᔭᒃᑯᑦ ᐱᓂᕐᓗᒡᓂᐅᔪᖅ, ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᑦ ᐊᑭᓕᒐᒃᓴᖅᑖᕐᑐᓚᐅᕐᐳᑦ ᐃᖅᑲᓇᐃᔭᕐᑎᑦ 

ᐃᑲᕐᕋᖏᑦᑕ ᐅᖓᑖᓅᕈᑎᓄᑦ, ᑳᓐᑐᓛᓄᑦ, ᐊᓯᔾᔨᖅᑕᐅᓂᖏᑦ 1400 ᐅᖓᑖᓄᑦ ᐱᓕᕆᕝᕕᖕᓂᑦ, ᓵᑕᑦ/ᖃᖓᑕᓲᑦ, 

ᓄᑖᓂᑦ ᖃᕆᓴᐅᔭᒃᑰᕈᑎᓂᑦ ᓄᑖᒧᑦ cloud−ᑯᑦ ᐱᔨᑦᑎᕋᐅᑎᒃᓄᑦ, ᐱᖓᔪᖓᑦᑎᒍᑦ ᐊᑦᑕᖕᓇᖅᑕᐃᓕᒪᓂᖕᒧᑦ 

ᐃᑲᔪᖅᑐᐃᓂᖕᒧᑦ ᐱᔨᑦᑎᕋᐅᑎᓄᓪᓗ.  ᐊᑭᖏ ᐊᑕᔪᑦ ᓄᓇᓕᖕᓂ ᒐᕙᒪᒃᑯᓐᓂᓪᓗ ᐱᔨᑦᑎᕋᖅᑎᒃᑯᑦ 

ᑐᓴᐅᒪᔭᒃᓴᓕᕆᔨᒃᑯᑦ/ᖃᕆᑕᐅᔭᓕᕆᔨᒃᑯᑦ ᖃᕆᑕᐅᔭᒃᑯᑦ ᐱᓂᕐᓗᒃᑕᐅᓂᕐᒧᑦ ᐊᑯᓐᓂᖓᓂ ᓄᕕᐱᕆ 2, 2019−ᒥᑦ 

ᒫᑦᓯ 31, 2020−ᒧᑦ $5,439,950−ᐅᓚᐅᕐᐳᖅ ᓄᓇᕗᓕᒫᒧᑦ. 

 

ᐃᓄᐃᑦ ᐊᑑᑎᖃᕐᑐᐃᑦ. 

ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᓐᓄᑦ ᐱᓕᕆᖃᑎᒌᑦ 
ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᑦ ᐃᓵᕐᑕᐅᓚᐅᕐᒪᑕ ᓴᙱᔪᐊᓗᖕᓂᑦ ᐱᓂᕐᓘᑎᓂᑦ ᓄᕕᐱᕆ 2, 2019−ᒥᑦ.   ᐱᓇᓱᐊᕈᓯᓂᑦ 

6−ᓂᑦ, ᓄᓇᕗᒻᒥᑦ ᓄᓇᓕᓕᒫᑦ ᖃᓪᓗᓈᓂᓪᓗ ᑎᑎᕋᕐᕕᑦ ᑲᓱᕐᓯᒪᓕᓚᐅᕐᐳᑦ ᐱᓕᕆᔾᔪᑎᓄᑦ ᐃᓕᐅᖅᑲᖅᑕᐅᔪᑦ 

ᐃᑭᐊᖅᑭᕕᖕᒧᑦ.  ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᑦᑕ ᐱᓕᕆᑲᐅᕐᑐᕐᓂᖏᑦ ᐅᑎᕐᑎᑦᑎᓂᖏᓪᓗ ᐱᓂᕐᓗᒃᑕᒥᑦ 

ᐊᔪᙱᑦᑐᒻᒪᕆᐅᓚᐅᕐᐳᑦ!  ᐃᓄᐃᑦ ᐊᑑᑎᖃᓚᐅᕐᑐᑦ ᑲᔪᓯᑦᑎᐊᖕᓂᖓᓂ ᓄᓇᕗᑦ ᒐᕙᒪᒃᑯᖏᑦᑕ ᐅᑎᕐᑎᑕᖏᓐᓂᑦ.   
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ᐅᐃᒍᐊᕈᓯᖅ A: ᑲᑉᐱᐊᓵᕆᓪᓗᑎᒃ ᑮᓇᐅᔭᕐᓂᐊᖅᑐᑦ ᖃᕆᓴᐅᔭᓕᕆᔾᔪᑎᓂᒃ 

ᑎᑎᖅᑲᖓ ᖃᕆᑕᐅᔭᓂᑦ ᐊᒻᒪᓗ ᓴᖅᑭᑕᑦ: 

  



ᓄᕕᐱᕆ 11-20 2019

ᒪᐃᑯᓵᕝ ᖃᐅᔨᓴᖅᑎᑦ ᐱᓕᕆᖃᑎᒌᓪᓗ (DART)

COPYRIGHT MICROSOFT

ᖃᐅᔨᓴᕈᑕᐅᔪᓂᒃ ᓇᓗᓇᐃᔭᐃᓂᖅ

ᐋᖅᑭᒃᓱᖅᑕᐅᔪᖅ
ᐅᑯᓄᖓ:

ᐱᕙᒌᔭᖅᑕᐅᔪᖅ
ᐆᒧᖓ



ᓄᓇᓕᖕᓂᒥᐅᑕᐃᑦᐊᖓᔪᖃᐅᑎᑦᓇᐃᓈᕈᑎᖏᑦ:

ᒪᐃᑯᓵᕝᑯᑦ ᖃᐅᔨᓴᖅᑎᑦ ᐱᓕᕆᖃᑎᒌᓪᓗ DART ᑎᑭᒻᒪᑕ ᓄᕕᐱᕆ 11−ᒥᑦ, Doppelpaymer ᖃᕆᑕᐅᔭᒃᑯᑦ ᐱᓂᕐᓗᒃᑐᖃᓵᑦᑎᐊᓚᐅᕐᐳᖅ (ᓄᕕᐱᕆ 1). ᐊᒻᒪᓗᑦᑕᐅᖅ
ᖃᓄᐃᓕᔪᒧᑦ ᑲᒪᔨᒻᒪᕆᑦ, ᐱᓕᕆᐊᖃᕆᐊᖃᓚᐅᕆᕗᒍᑦ ᐃᑲᔪᕐᓗᑕ ᐋᖅᑭᒃᓱᐃᓂᖕᓂᑦ ᐱᓕᕇᓐᓇᕈᑎᒃᓴᓂᑦ ᐊᐅᓚᐃᓐᓇᕈᑎᒃᓴᓂᒡᓗ.

ᒫᓐᓇ ᐅᓗᕆᐊᓇᖕᓂᖓᐊᕙᑎᐊᓄᑦ ᒪᓕᒃᖢᒍ ᑎᑎᖅᑲᑦ ᓄᐊᑕᑦ ᓇᓗᓇᐃᕐᓯᓯᒪᓚᐅᕐᐳᖅ ᐊᑦᑎᒃᑐᖅ. ᓇᐃᓴᐅᓯᖅᑐᕐᑕᐅᓂᖓ ᐋᖅᑭᒃᓯᒪᔪᖅ ᒪᓕᒃᖢᑎᒃ:
• ᖁᓕᕇᑦ 0 ᐊᑕᐅᓰᓐᓇᕐᒦᑎᑕᐅᓂᖏᑦ: ᐱᓕᕆᓚᐅᕐᑐᑦ ᐲᕐᑕᐅᓪᓗᓂ ᖁᓕᖓ 0 ᐱᓇᓱᐊᕐᑕᐅᑦᑕᐃᓕᑎᖦᖢᒍ, ᑎᑭᒃᑎᑎᑕᐅᓪᓗᓂᓗ ᐊᐅᓚᑦᑎᔾᔪᑎᑦ
• ᓄᓇᓕᖕᓂᑦ ᐱᓕᕆᔨᑦ: ᓄᓇᓕᖕᓂᑦ ᐱᓕᕆᔨᑦ ᐃᓯᕈᓐᓇᐅᑎᓄᑦ ᐱᔨᑦᑎᕋᖅᑎᒃᑯᑦ ᓴᖅᑭᑕᐅᓚᐅᕐᐳᑦ, ᐱᓗᐊᙱᓐᓂᕐᓴᐅᓕᕐᖢᓂ ᓴᓂᒧᑦ ᐃᖏᕐᕋᓂᖓ ᖁᐱᕐᕉᑉ/ᐃᓄᖕᓄᑦ

ᐱᓂᕐᓗᑕᓂᑦ
• Azure ᐊᒻᒪᓗ O365: O365 ᐱᒋᐊᖅᑎᑕᐅᓪᓗᓂ ᐃᕐᖐᓈᖅᑕᐅᑦᑎᓪᓗ ᐊᔪᕈᓐᓃᖅᑎᑕᐅᒃᑲᓐᓂᖅᖢᑎᒃ, ᒪᐃᑯᓵᕝ ᓴᐳᒻᒥᔨᖓ ATP ᐊᒻᒪ Azure ATP ᐃᖏᕐᕋᓯᑎᑕᐅᒋᓪᓗᑎᒃ, 

ᐊᒻᒪᑦᑕᐅᖅ ᒪᐃᑯᓵᕝ ᑲᓚᐅᑦ ᐋᑉ ᓴᐳᒻᒥᔨᖓ MCAS ᐃᓚᖃᕆᓪᓗᓂ Azure Sentinel ᑕᐅᑦᑐᖓᓄᑦ ᐃᑲᔫᑎᐅᓪᓗᓂ ᐱᓕᕆᐊᖑᕙᓪᓕᐊᔪᑦ ᐃᓗᐃᑦᑐᒥᒃ
ᑕᐅᑐᒃᑕᐅᔾᔪᑎᒃᓴᖓᓄᑦ.

'ᐃᖢᐊᖅᓴᖅᑕᐅᔪᖅ 0' ᑖᓱᒧᖓᓕ ᐱᓕᕆᔨᐅᔪᒥᒃ ᓇᕿᑦᑎᔪᖃᓚᐅᖅᓯᒪᓐᓂᕐᒪᑦ ᑎᑎᖅᑲᓕᐊᖑᔪᒧᑦ ᐊᑦᑕᑕᖅᑕᐅᓯᒪᔪᒥᒃ.  Dridex ᑎᒡᓕᖕᓂᖕᒧᑦ ᐱᓂᕐᓘᑎ ᐃᓕᔭᐅᓚᐅᕐᐳᖅ
ᒪᕐᕉᒃᓗ ᐃᔨᕐᓯᒪᔫᒃ ᐊᑐᕐᑕᐅᓪᓗᓂ ᓴᓂᒧᑦ ᐊᐅᓚᔪᓄᑦ ᐃᓕᔭᐅᓂᖓᓄᑦ Doppelpaymer ᐱᓂᕐᓘᑎᒧᑦ.

ᐱᓕᕆᖃᑎᒌᒃᑎᓪᓗᒋᑦ, ᐱᓕᕆᓚᐅᕐᑐᑦ ᓇᓗᓇᐃᕐᑕᐅᓇᓱᒃᖢᓂ ᖁᓕᕇᖕᓂᓕᖕᒥᑦ 0 ᐱᖁᑎᒋᔭᓄᑦ (ᑮᓇᐅᔭᖃᐅᑎᑦ ᖃᕆᑕᐅᔭᓪᓗ), ᐊᑦᑕᖕᓇᕈᓐᓃᕐᑎᓪᓗᒋᓪᓗ ᐱᖁᑎᑦ ᐊᑐᕐᖢᑎᒃ
ᓴᖅᑭᓯᒪᔪᓂᑦ ᐊᑐᕐᑕᐅᕙᒃᑐᓂᑦ ᐊᒻᒪᓗ 1)ᖁᓕᕇᖕᓂᓕᖕᒦᑦᑐᑦ 0 ᐃᓯᕈᓐᓇᙱᓚᑦ ᐊᑦᑎᖕᓂᕐᓴᒧᑦ−ᖁᓕᕇᓕᖕᓄᑦ ᖃᕆᑕᐅᔭᓄᑦ ᐊᒻᒪᓗ 2)ᐊᑦᑎᖕᓂᕐᓴᒦᑦᑐᑦ ᐃᓯᕈᓐᓇᕋᑎᑦ
ᖁᑦᑎᖕᓂᓕᖕᒧᑦ 0 ᖃᕆᑕᐅᔭᓂᑦ.

ᖃᐅᔨᒪᔭᕆᐊᓕᒃ: ᓇᐃᓴᐅᓯᖅᑐᖅᑕᐅᓂᖏᑦ “ᐅᓪᓗᖓᓂ” ᓇᓗᓇᐃᕐᓯᔾᔪᑎᑦ ᐊᑐᕐᐸᒃᑑᑉ ᐃᓂᖓᓂ ᑭᓯᐊᓂᓕ ᑕᐃᒪᐃᓐᓇᔭᕐᒪᖔᑦ ᓇᓗᓇᕐᑐᖅ ᐊᑐᕐᓂᐊᕐᓗᓂ ᐋᒃᑲᓘᓐᓃᑦ. 

ᐱᔭᕆᐊᖃᓪ
ᓚᕆᑦᑐᖅ

ᐊᑯᓐᓂᖅᓱᖅᑐᖅ ᐱᙱᓐᓂᖅ
ᐹᖅ

ᐱᓂᖅᐹᖅ



ᖃᓄᐃᓐᓂᕆᔭᐅᓯᒪᔪᖅ: ᐱᓕᕆᕝᕕᒃᓴᖓ

ᐋᓐᓂᐊ
ᕐᕕᓕᐊᕐ
ᓯᒪᔪᑦ 0



ᖃᓄᐃᓐᓂᕆᔭᐅᓯᒪᔪᖅ: ᐱᓕᕆᕝᕕᒃᓴᖓ

ᐋᓐᓂᐊ
ᕐᕕᓕᐊᕐ
ᓯᒪᔪᑦ 0



ᖃᓄᐃᓐᓂᕆᔭᐅᓯᒪᔪᖅ: ᐱᓕᕆᕝᕕᒃᓴᖓ

DrIdex

ᐋᓐᓂᐊ
ᕐᕕᓕᐊᕐ
ᓯᒪᔪᑦ 0



ᖃᓄᐃᓐᓂᕆᔭᐅᓯᒪᔪᖅ: ᐱᓕᕆᕝᕕᒃᓴᖓ

DrIdex

ᐋᓐᓂᐊ
ᕐᕕᓕᐊᕐ
ᓯᒪᔪᑦ 0

ᐋᓐᓂᐊ
ᕐᕕᓕᐊᕐ
ᓯᒪᔪᖅ 1



ᖃᓄᐃᓐᓂᕆᔭᐅᓯᒪᔪᖅ: ᐱᓕᕆᕝᕕᒃᓴᖓ

DrIdex

ᐋᓐᓂᐊ
ᕐᕕᓕᐊᕐ
ᓯᒪᔪᑦ 0

ᐋᓐᓂᐊ
ᕐᕕᓕᐊᕐ
ᓯᒪᔪᖅ 1



ᖃᓄᐃᓐᓂᕆᔭᐅᓯᒪᔪᖅ: ᐱᓕᕆᕝᕕᒃᓴᖓ

DrIdex

Doppelpaymer

ᐋᓐᓂᐊ
ᕐᕕᓕᐊᕐ
ᓯᒪᔪᑦ 0

ᐋᓐᓂᐊ
ᕐᕕᓕᐊᕐ
ᓯᒪᔪᖅ 1



ᖃᓄᐃᓐᓂᕆᔭᐅᓯᒪᔪᖅ: ᐱᓕᕆᕝᕕᒃᓴᖓ

DrIdex

Doppelpaymer

ᐋᓐᓂᐊ
ᕐᕕᓕᐊᕐ
ᓯᒪᔪᑦ 0

ᐋᓐᓂᐊ
ᕐᕕᓕᐊᕐ
ᓯᒪᔪᖅ 1





O365 − ᓴᐳᔾᔨᔾᔪᑎᑦ ᓇᓗᓴᐃᔭᕐᓯᒪᓪᓗᑎᒃ

ᐊᒥᓱᑦ
ᖁᓕᕇᓖᑦ/ᐊᐅᓚᑦᑎᔾᔪᑎ
ᑦ ᐃᓕᔭᑦ – ᑲᑎᙵᔪᑦ
ᓴᙱᓂᖏᑦ

ᐊᑕᐅᓯᖅ ᐊᔪᓕᕐᐸᑦ, 
ᐊᓯᖏᑦ ᖁᓕᕇᓕᑦ
ᓴᐳᔾᔨᓪᓗᑎᒃ
ᐱᓗᐊᕈᓐᓃᖅᑎᑦᑎᓪᓗᑎᒃ
ᓗ

ᐃᕐᙲᓐᓈᖅᑕᐅᒃᑯᑦ ᓴᓗᒪᔾᔪᓰᑦ

(ᑭᐊ ᓇᒃᓯᐅᑎᕚ ᐅᖃᐅᓯᒃᓴᖅ/ᓇᒃᓯᐅᔾᔨᔫᑉ ᓇᓗᓇᐃᔭᖅᑕᐅᓂᖓ, 
ᐅᖃᐅᓯᒃᓴᖏᑦᑕ ᐃᓗᓕᖏᑦ, ᑕᑯᒃᓴᐅᓂᖏᑦ)

ᑎᑎᕋᕐᕕᖕᒥ 2013/2016
ᐱᓕᕆᖃᑎᒌᑦ ᐊᑐᐊᒐᖏᑦ ᓴᐳᒻᒥᔾᔪᑕᐅᔪᑦ ᐃᑭᐊᖅᑭᕕᒃᑰᖅᐸᒃᑐᓄᑦ
ᑎᑎᕋᕐᕕᖕᒥ ᑎᑎᖅᑲᓕᐊᕆᔭᕕᓂᕐᓄᑦ

(EMOTET/Trickbot ᐱᕋᔭᖕᓄᑦ ᐃᓕᔭᐅᓯᒪᔪᓄᑦ ᐊᑐᓗᐊᖅᑕᐃᓕᑎᑦᑎᓂᖅ)
ᐊᑐᖅᐸᒃᑐᑦ ᐃᓕᓐᓂᐊᕐᓂᕐᒧᑦ, 
ᐃᖅᑲᓇᐃᔭᖅᑎᓕᒫᓄᑦ/ᓇᖕᒥᓂᖃᖅᑎᐅᔪᖅ
ᐊᑦᑕᕐᓇᖅᑕᐃᓕᒪᓂᕐᒧᑦ ᓴᓗᒻᒪᖅᓴᐃᔨᐅᔪᖅ
ᓇᓗᓇᐃᒃᑯᑕᖃᕐᓂᖅ ᐃᑭᐊᖅᑭᕕᖕᒥ ᐃᕐᙲᓐᓈᖅᑕᐅᒃᑯᑦ
ᖃᐅᔨᒪᓇᖅᑐᖃᕐᓗᓂ

Calibri (ᑎᒥᖓ)

ᐅᐸᒃᑕᐅᑦᑕᐃᓕᑎᑕᐅᓯᒪᔪᑦ ᐃᓗᓕᖏᑦ
ᐃᑭᐊᖅᑭᕕᒃᑰᕈᑕᐅᕙᒃᑐᑦ ᑕᕝᕙᓂ ᑎᑎᖅᑲᕐᒥ ᐊᔪᓕᖅᑎᑕᐅᓯᒪᔪᑦ ᐅᑯᓇᙵᑦ

ᐅᕙᙵᑦ: Elliot Munro 
elliot@externaldomain.com
ᓇᒃᓯᐅᔾᔭᐅᔪᖅ: ᐅᓪᓗᑐᐃᓐᓇᖅ, ᐅᑐᐱᕆ 27, 2019 4:14:53 ᐅᓐᓄᒃᓴᒃᑯᑦ
ᐅᕗᖓ: Elliot Munro
ᐱᔾᔪᑖ: ᖃᐅᔨᓴᕐᓂᖅ

ᐃᑭᐊᖅᑭᕕᒃᑰᕈᑏᑦ ᓇᕿᙱᓪᓗᒋᑦ ᐅᕝᕙᓘᓐᓃᑦ ᐊᑦᑕᑕᖅᑎᑕᐅᓯᒪᔪᓂ ᒪᒃᐱᖅᓯᙱᓪᓗᑎᑦ ᑭᓯᐊᓂ ᐃᓕᓴᕆᒍᕕᐅᒃ ᓇᒃᓯᐅᔾᔨᔪᖅ ᖃᐅᔨᒪᒍᕕᓪᓗ ᐃᓗᓕᖏᑦ
ᐊᑦᑕᕐᓇᙱᓐᓂᖏᓐᓂᒃ.
ᐅᓇ ᐃᕐᖐᓈᖅᑕᐅᑦ ᐱᒋᐊᖅᑎᑕᐅᓯᒪᔪᖅ ᐱᓕᕆᕝᕕᐅᔫᑉ ᓯᓚᑖᓂ.

mailto:elliot@externaldomain.com


ᐊᑐᓕᖁᔭᐅᔪᑦ



ᐊᑐᓕᖁᔭᐅᔪᑦ <ᐱᔭᕆᐊᖃᓪᓚᕆᒃᑐᖅ>

ᑕᒪᓐᓇ
ᐱᕕᒡᔪᐊᒻᒪᕆᐅᔪᖅ.

ᐃᓛᖅᑐᐃᓂᖅ

Active Directory 
Administrative Tier model (0/1/2)

ᑎᑎᖅᑲᐅᑎᓄᑦ ᑐᑦᑕᕐᕖᑦ ᓴᐳᑎᔭᐅᕙᓪᓕᐊᓂᖏᑦ ᐊᑐᕐᓂᖅᓴᐅᓕᕐᓗᒍ Windows 10
ᐊᑑᑎᖃᕐᓂᕆᔭᖓ

ᐊᔪᕈᓐᓃᕐᑎᓪᓗᒋᑦ MFA ᓄᑖᙳᕆᐊᕐᓗᒋᑦ Windows

ᒪᐃᑯᓵᕝ ᓴᐳᔾᔨᔾᔪᑎ Microsoft Defender ATP

https://www.microsoft.com/en-us/msrc/exploitability-index?rtc=1
https://thehackernews.com/2019/05/dhs-patch-vulnerabilities.html
https://docs.microsoft.com/en-us/windows-server/identity/securing-privileged-access/securing-privileged-access-reference-material


ᐊᑐᓕᖁᔭᐅᔪᑦ<ᐱᔭᕆᐊᖃᓪᓚᕆᒃᑐᖅᑕᐅᖅ>

ᐱᕕᖃᖅᑐᓄᑐᐊᖅ ᐱᔭᐅᔪᓐᓇᖅᑐᖅ
ᐱᓕᕆᕝᕕᒃ (PAW) 

• ᐊᑐᓕᕐᓗᒋᑦ Privileged Admin 
Workstation (PAW) ᐅᑯᓄᖓ
EA/DA T0, T1, ᐊᒻᒪᓗ Azure 
ᐱᓕᕆᔨᖏᑦ. 

• ᐅᔾᔨᖅᓱᕐᓗᒋᑦ T0 ᐃᓗᐊᓃᑦᑐᑦ
ᐊᑐᕐᑕᐅᕙᒃᑐᓪᓗ ᑕᐃᒪᙵᑕᒫᑦ.

ᐊᐅᓚᓪᓗᒋᑦ ᐃᖅᑲᐅᒪᔾᔪᑕᐅᒍᑎᒃᓴᖏᓐᓂ ᒪᓕᒋᐊᓕᑦPS ᐊᒻᒪᓗ CMD logging

ᓴᓗᒻᒪᕐᓴᐃᓂᖕᒧᑦ

• ᓴᓗᒻᒪᕐᓴᐃᖏᓐᓇᕐᓂᖕᒧᑦ ᐱᐅᓛᒃᑯᑦ
ᐊᑐᕈᓐᓇᖅᑐᖅ

• www.aka.ms/tier0 
ᖃᐅᔨᒋᐊᕐᕕᒃᓴᑦ

http://www.aka.ms/tier0


ᐊᑐᓕᖁᔭᐅᔪᑦ <ᐱᒻᒪᕆᐅᔪᖅᑕᐅᖅ>

ᓇᐃᓴᖅᑕᐅᓯᒪᔪᑦ ᐊᐅᓚᑦᑎᔾᔪᑎᑦ Microsoft Azure ATP 

ᐊᑐᐊᒐᓕᕆᖃᑎᒌᑦ ᕿᒥᕐᕈᓂᖏᑦ

ᓴᖅᑭᑦᑎᓗᑎᑦ ᐃᓗᐃᑦᑑᓕᖓᔪᒥᑦ
ᖃᓄᐃᓐᓂᕆᔭᐅᓯᒪᔪᒥᑦ
ᐱᓕᕆᐊᖃᖕᓂᖕᒧᑦ ᐸᖕᓇᐅᑎᒥᑦ

ᐊᑐᓕᕐᓗᒍ Windows Firewall

ᐃᓕᔭᐅᑦᑎᐊᕐᓂᐊᖅᑐᖅ ᖁᑦᑎᖕᓂᓕᖕᒦᑦᑐᖅ 1



ᐊᑐᓕᖁᔭᐅᔪᑦ <ᐱᒻᒪᕆᐅᔪᖅᑕᐅᖅ>

• MFA ᐱᖃᕆᐊᖃᖅᑐᖅ O365 
ᐊᑐᖅᐸᒃᑐᓂᒃ

• ᓅᓪᓗᓂ Exchange ᐅᕗᖓᖔᖅ O365
• ᐊᔪᓕᖅᑎᓪᓗᒍ Legacy 

Authentication

O365 ᐊᑐᓕᖁᔭᐅᔪᑦ ᐅᔾᔨᖅᑐᐃᖏᓐᓇᕐᓂᖅ ᓇᐅᑦᑎᖅᓱᕈᑎᓂᑦᐊᒥᓱᕈᕆᐊᕐᓗᒋᑦ MSFT ᐱᔨᑦᑎᕋᐅᑎᑦ
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